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The password is your ‘identity’ and the key 

that gives you access to systems and 

confidential documents. 

Please start our interactive learning module 

and find out how quickly a weak password can 

be cracked and how to create secure 

passwords.

Every password can be cracked. It’s only a question of time. Decryption programs offer two ways to do it:

1. Dictionary attack

The program tries all the words in a dictionary, e.g. the Cambridge English Dictionary. A standard PC can do 

this in a few seconds, so if your password is ‘sunshine’, it may have lots of letters but it can be cracked in no 

time at all.

2. ‘Brute force‘

In a ‘brute force’ attack, the program tries out every possible combination. A standard PC currently manages 

approx. 12 million attempts per second, large computer centres manage several billion attempts per second. 

Interesting links

Kaspersky password checker

Examples of weak passwords

Password Average time needed to crack it *

Sweety Milliseconds, as terms of endearment are in the dictionary

LeedsUtd Seconds, as it’s an obvious combination

August2020 Seconds, as it’s an obvious combination

Sunshine Milliseconds, as it’s in the dictionary

Password Average time needed to crack it *

Fourteen€99ine Centuries, as octillions of combinations (94 to the power of 13).

2-DinNerpl@tes Centuries, as octillions of combinations (94 to the power of 14).

Dog.Green.Table1 Centuries, as octillions of combinations (94 to the power of 16).

99.Reddbal00ns Centuries, as octillions of combinations (94 to the power of 14).

* Times based on computer power of 2 billion attempts per second. Cyber criminals use botnets or server farms 

in the cloud to achieve this rate.

Examples of secure passwords

How to create secure passwords

• Nowadays, passwords should ideally have 10 or more characters including 

numbers and special symbols.

• Don’t use any obvious combinations such as LiverpoolFC or 

SanFrancisco49, as hackers test these first in a dictionary attack.

• Don’t put numbers at the end, as almost everyone does this and hackers 

know that.

• If the system allows you to use local language special symbols then feel 

free to use them (e.g. Ä Ö Ü in German), as foreign crack programs often 

don’t have them.

• Use dialect: ‘haUDyerWhE3Sht’ or ‘pEely-w@l1y’ (Scottish phrases for ‘shut 

up’  and ‘pale’ that no non-Scot will understand).

Store passwords securely with KeePass!

KeePass How To

Secure passwords
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